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Congratulations! You have been appointed as a Defense Property Accountability 
System (DPAS) Information Owner (IO) or Alternate Information Owner (AIO). You 
are now authorized to sign for DPAS user access requests. The information 
provided in this packet will guide you through your new responsibilities and any 
paperwork processes necessary for new user access requests. 

Any questions regarding your IO/AIO appointment, CCB designation, or new user 
accounts, please contact DPAS Security by emailing DPASSecurity@leidos.com. 
Any questions regarding training accounts, eLearning support, DPAS log in 
errors, etc., please contact DPAS Support by emailing DPASSupport@leidos.com
or by calling 1-844-843-3727 (1-844-THE-DPAS). Further information on the DPAS 
system is outlined on our support site: https://dpassupport.golearnportal.org. 
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Responsibilities of IOs/AIOs

• You are now authorized to sign for user access to the DPAS Tiers you are appointed. 
• You may now sign for user update access up to your appointed tier level and all levels that fall below.

• Only IOs that are also CCB Members can sign for tier level access requests higher than their appointed tier level.

• You must maintain an active DPAS Production account.
• You will verify that roles being assigned to the user do not conflict with other duties or 

actions in DPAS or other systems per Separation of Duties (SOD). 
• A list of roles can be found on our support site by hovering over ‘System Solutions’, hovering over ‘By Role’, and 

selecting the module.

• You will review all user forms prior to submission to ensure all are completed in their 
entirety and fields are entered correctly. 

• User form requirements start on page 8.

• You will upload user access request packets, following instructions outlined on pages 6-7.
• You will send a signed email to DPASSecurity@leidos.com confirming when a user no 

longer requires access, requesting account deletion.
• You will send a signed email to DPASSecurity@leidos.com confirming a user’s new 

contract information, designation (MIL/CTR/CIV) change, name change, or email change.
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Responsibilities of IOs/AIOs

• You will review IO/AIO appointments throughout the year to ensure those signing for user 
access are still valid per their Designation.

• A full IO listing can be requested by emailing DPASSupport@leidos.com. 
• Send a signed email to DPASSecurity@leidos.com if IO/AIO removal is required or if an appointment form is needed to add an additional appointee.

• When necessary, you will log a ticket with DPAS Support requesting a Retroactive User 
Activity Investigation. Detailed instructions are listed on page 16.

• This occurrence is necessary if a user has access to DPAS longer than required, or if you suspect a user has negatively 
impacted DPAS data.

• You will perform an Annual User Audit each year, initiated when an email is sent by the 
DPAS Account Management team including instructions and the audit due date.

• The User Access Inquiry role assists you in generating user listings for review. 
• A review form is included in the email for you to complete and return after user review is finalized.
• All larger IO groups are to coordinate their responses through the main IO to reduce duplication.
• If an Annual Review form is not received from a group, this may result in users being put into a suspended status until a 

completed review form is received. 
• Retain all supporting annual review documents for internal organization audit(s).
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DPAS Access Request Instructions

• New user forms are available on our DPAS Support site https://dpassupport.golearnportal.org/.
• Hover over ‘Support’, select ‘Request Access’, and select the DPAS module the user is requesting access for.
• Review ‘Download the Forms’, ‘Understand the Forms’, and ‘Submit the Forms’. 
• Select on each user form link, download the form, and save it to your desktop using the required naming convention. 

• All user forms must be named with a consistent naming convention for Account Management and DPAS Auditors to have querying 
capability. 

• Last Name First Name MI Form Name
• Example: ‘Smith Jane L 2875’

• If user has no middle name, use NMN
• Example: ‘Smith Jane NMN 2875’

• Save all four completed forms as PDF files within one folder on your desktop. 
• Use Adobe Acrobat for review, completion, and signing of the forms to prevent processing errors. 

• Processing errors may also occur due to an individual’s computer settings.
• If you discover this is the issue, it must be addressed with your local Information Technology (IT) administrator(s). 

• Forms must be saved as PDF files to process successfully once received.
• Right click on the Folder, hover over ‘Send To’, select ‘Compressed (zipped) Folder’, and name the zip file using the 

required naming convention.
• Last Name First Name MI

• Example: ‘Smith Jane L’
• Last Name First Name NMN

• Examples: ‘Smith Jane NMN’ 
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DPAS Access Request Instructions

• A web validation tool can be accessed at https://dpas.dape.dla.mil/new-accounts/
• Identifies user form corrections necessary before submission. 

• Is not yet programmed to review Roles Request Forms for the FSM, ICP, or Registry modules. Manual review is necessary for these forms.
• Does not verify the date on the DoD Cyber Awareness Certificate. Manual review is necessary for the certificate.
• All 2875 date format variations and investigation types may not be included in the web tool's validation. Some formats may still generate an error even though valid. 

DPAS Security will accept if dates are complete calendar dates and investigation types are valid from Security Manager. DPAS Security can address any questions 
with the IO/AIO.

• The tool is for validation purposes only and is not tied to a DPAS account, nor does it load any user information into the system. 
• Allows review of single user forms or a full zipped packet.

• Drag and drop files into the ‘Drop files here’ box at the top of the screen OR select the magnifying glass to search and select files that need validated.
• The validation tool will review and return results, listing each individual form’s validation status. 

• Confirms if the form completion is a success. 
• Provides a warning or error if an item needs additional review for form correction. 

• Once user forms are reviewed and validated successfully, you may upload them for processing.  
• Visit https://dpaselearning.golearnportal.org/fileupload/useraccess.php to upload a new zipped user packet or individual roles 

update request.
• For ‘Request Type’:

• New Account Creation = ‘Add New User’ 
• Update to Existing Account = ‘Update User’ 
• ‘Delete User’ is not applicable – account deletion must be a signed email request sent to DPASSecurity@leidos.com.  

• Validation of forms must be complete and accurate for forms to be processed. 
• Use of the web validation tool outlined above assists in avoiding form returns, unnecessary corrections, and required resubmission.
• If the web validation tool was not utilized prior to form submission, DPAS Security will review and notify the IO to confirm incorrect form completion so that 

corrections can be made, and forms can be resubmitted. 
• User files received will be downloaded and then removed from the secure upload site. 
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DoD Cyber Awareness Challenge Certificate Requirements

DoD Cyber Awareness Challenge Certificate Requirements
The training certificate must include:

1. The full name of the person that completed the training.
2. The full name of the training.
3. The training completion date.

• Training completion date must be within the past year.

An example of the DoD Cyber Awareness Challenge Certificate is
provided to the right for your use in comparison. 

8



Role Request Form Requirements

Role Request Form Requirements
• Must be a current form from the DPAS Support Site. 
• Used to request new account access or to update existing DPAS access. 

• For updates to existing accounts, complete all necessary fields and note a reason within the ‘Additional Information’ section. 
• A single form does not need zipped before submission. 

• For new access request packets, there must be at least one Role Request form included in submission. 
• Multiple Role Request forms can be included if the user needs access to multiple modules or multiple sites within a module. 

• Roles are to be selected per the user’s needs. 
• For role descriptions, visit the DPAS Support site, hover over ‘System Solutions’, hover over ‘By Role’, and select the module. 
• The IO Role cannot be assigned to a user who hasn’t been appointed as an IO. 
• A contractor cannot carry an APO role and must instead request the combination of PA and Catalog Manager roles. 
• The Property Accountability (PA) Role Request Form requires a CCB Signature if the IO signing is not a CCB Member and is requesting an update 

role at Agency level.

• Access Tier name(s) being requested must already exist within DPAS and be spelled exactly as listed 
within the system. 

An example of the Property Accountability Role Request Form is provided on the next slide. 
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Role Request Form
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User Agreement Form Requirements

User Agreement (UA) 
Form Requirements

• Must be a current form from the 
DPAS Support Site. 

• User must read and digitally sign 
the bottom of the form using 
their federally issued PKI cert.

• Digital signature must be an active box 
that can be clicked on to verify and must 
be dated within the past year.

• In rare cases, DPAS Security may 
approve use of a handwritten 
signature and handwritten date 
instead of a digital signature (“wet-
signed”). 

• Scanned forms are not acceptable and 
will be returned.
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SAAR-DD2875 Form Requirements

SAAR-DD2875 Form Requirements
• Must be a current form from the DPAS 

Support Site. 
• Forms that have been altered and will not 

process, will be returned. 
• Digital Signatures must be completed using 

a federally issued PKI cert and must have the 
EDIPI present within the signature. 

• Digital Signatures must be dated within the 
past year. 

• Signature order by date/time stamp (time 
zones must be considered):

• User’s Signature is first to initiate request
• Supervisor’s signature 
• Security Manager’s signature 
• IO or AIO Signature is last to authorize the account

• Type of Request
• New users = Initial Request
• YYYYMMDD = Date
• System Name = DPAS
• Location = DLA Cloud
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SAAR-DD2975 Form Breakdown

SAAR-DD2875 Form Breakdown 
• Part I – User Section 

• Boxes 1-11 must be completed
• Box 10 = date of the DoD Cyber Awareness certificate being included within the user packet – must be within the past year

• Part II – Supervisor Section
• Supervisor reviews all prior sections to ensure data is complete and accurate. 
• Boxes 13-17d must be completed

• Box 14 = Authorized and Box 15 = Unclassified
• Box 16 must be checked
• Box 16a needs completed for CONTRACTORS and must be in the following format for processing - Company Name, Contract Number, YYYYMMDD

• Part III – Security Manager Section
• Security Manager reviews all prior sections completed by User and Supervisor to ensure data is complete and accurate.
• Boxes 22-25 must be completed

• A user must have an investigation completed or at the very least initiated.
• If a user does not have a Clearance Level, ‘NONE’ can be listed for box 22c.

• IO/AIO Section
• The IO/AIO will review to make sure all prior sections have been completed in the correct order. 
• The IO/AIO will complete boxes 18 and 18a. 
• The IO/AIO is the last digital signature on the form to authorize account creation before uploading the new user packet request for processing. 

• DPAS Account Management Section 
• Boxes 19-19b are reserved for DPAS Account Management completion. 

• The DPAS Security Officer will complete boxes 19-19b once the user packet is ready for account request processing and account generation. 
• If Boxes 19-19b are not left blank for Security Officer completion, the user account request packet will be returned. 
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Common Reasons for User Access Request Packet Return

• The form was scanned or has been altered and cannot process.
• All four user request forms are not included within the zipped user packet.
• The Cyber Awareness Certificate provided is not for the DoD Cyber Awareness Challenge, 

does not list the full name of the user requesting access, or is not within a year. 
• Incomplete or incorrect form fields on one or all forms. 

• The ‘System Name’ is not listed as ‘DPAS’ on the SAAR-DD2875.
• The ‘Location Name’ is not listed as ‘DLA Cloud’ on the SAAR-DD2875.
• The digital signatures are not in proper order on the SAAR-DD2875.
• The digital signatures cannot be verified on the SAAR-DD2875.
• The access tier requested on the Roles Request Form does not match the tier name within DPAS.
• The person signing as IO on the form(s) is not an appointed IO/AIO. 
• The person signing as IO on the form(s) is also the user. 
• The Security Manager signing for Part III and the IO that has signed are the same person. 

• The Security Manager must be a separate person than the IO due to SOD. 

• Digital signature error on any of the forms. 
• In rare cases, DPAS Security may approve use of a handwritten signature on the UA instead of a digital signature. In these cases, the form date must also be 

handwritten. 
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IO Retroactive User Activity Investigation Description

If an IO/AIO identifies a user who had access to DPAS and did not require it, or negative 
impact to DPAS data is suspected, these Retroactive User Activity Investigation Steps will be 
conducted by the IO/AIO to support the investigation of incidents outlined in the National 
Institute of Standards and Technology (NIST) Special Publication (SP) 800-53. The 
investigation will identify whether the user activity meets one of the following insider threat 
categories: 
1. Sabotage = The insider uses their legitimate access to damage or destroy organizational systems or data. 
2. Fraud = The theft, modification, or destruction of data by an insider for the purpose of deception. 
3. Intellectual Property Theft = The insider steals the organization’s intellectual property, often for resale or to 

take with them to a new position. 
4. Espionage = The insider threat is stealing information for another organization, such as a competitor, 

government, etc. 
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IO Retroactive User Activity Investigation Steps

The IO will start the investigation by running a DPAS Accounting Transaction Inquiry and review to verify if the user under 
investigation conducted any questionable actions. 

• Log into the Property Accountability (PA) module. 
• Hover over ‘Inquiries’, hover over ‘Accounting’ and select ‘Accounting Transactions’. 
• Using the Available Fields dropdown, select ‘Estbd Dt’, select <= as the operand, and enter a date that is >= the first date of departure. 
• Utilize the ‘Fields’ button if you would like to receive further information within the data retrieval. 
• Select ‘Show Inquiry’ and the Accounting Transactions Inquiry will populate. 

• If there are rows returned for the person’s User Id and they are acceptable, then you can conclude the investigation. 
• If you find unauthorized activity and additional research is required to determine what the user may have done, send a digitally signed email to 

DPASSecurity@leidos.com requesting immediate user access removal. 

If any unauthorized activity is identified within the DPAS Accounting Transaction Inquiry, the IO will run a DPAS Asset Activity Inquiry 
and review to determine if the user conducted further questionable actions. 

• Log into the PA module, hover over ‘Inquiries’, hover over ‘Asset Management’, and select ‘Asset Activity’. 
• Enter a Transaction Dt from and the User Id of the user being investigated. 
• Utilize the ‘Fields’ button if you would like to receive further information within the data retrieval. 
• Select ‘Show Inquiry’ and the Asset Activity Inquiry will populate.  

• If there are rows returned for the person’s User Id and they are acceptable, then you can conclude the investigation. 
• If you find unauthorized activity and additional research is required to determine what the user may have done, email DPASSupport@leidos.com to request a 

help ticket be opened for a Retroactive User Activity Review. 
• Provide the user Id for the user being investigated as well as the start and end dates for a date range to be queried. 

• DPAS Support will assign the help ticket to the DPAS Database Team, who will run a database script generating a user activity data report. 
• DPAS Support will send a copy of the report and data files to the IO(s) to support the investigation, and the help ticket will be closed. 

IOs are responsible for investigating user activities to determine insider threats, reporting to the appropriate authority, and resolving 
any impacts to financial records that are applicable. 
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Questions
For further information on the full DPAS system, please visit our DPAS Support site: 

https://dpassupport.golearnportal.org. 

For account and user questions, including questions related to IO/AIO appointment 
and CCB designation, please email DPASSecurity@leidos.com. 

For all other questions, including questions pertaining to training accounts, eLearning 
support, DPAS login errors, etc., email DPASSupport@leidos.com

or call 1-844-THE-DPAS (1-844-843-3727). 
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